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Abstract. This paper presents the possibility of designing a linear, discrete-
time communication system based on nonlinear modulation of the modulating
signal onto a chaotic emitter aiming at wide-band secure transmission of
information. After presenting the modified Chen system setup, conditions for
correct demodulation and linear dynamic, input—output behavior are studied. For
a linear dynamic relation between the modulating and demodulated signals,
channel equalization is used to achieve wider bandwidth transmission. The
presented simulation results highlight the applicability of the proposed method
for high speed digital communication. The overall performance of the resulting
communication system is analysed in terms of speed, security and occupied
frequency bandwidth.
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1. Introduction

The research field of secure communication based on chaos
synchronization and modulation has received much attention in the last years.
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Transmitting the information signal on a chaotic carrier, generated by a
nonlinear emitter system and demodulating it with a synchronizing receiver is a
sensitive process, especially in the case of analog communications, affected by
several non-idealities that disturb exact recovery of the transmitted data. Among
these non-idealities most noticeable are parameter mismatch between emitter
and receiver and channel noise and perturbation that both lead to noisy data
recovery. Another type of error in data transmission based on nonlinear
modulation is distortion, both nonlinear and amplitude and phase types. Linear
distortion on analog transmission systems based on nonlinear modulation was
reported in previous research (Grigorag, 2009). Due to the generalization of
digital communication and better nonlinear system resistance to noise and
parameter mismatch, the present contribution focuses on a discrete-time
approach aiming at characterizing a chaotic modulation method to build a wide-
band communication channel. The general synchronization setup is based on the
system partitioning method, first introduced by Carroll and Pecorra (1991). The
discrete-time nonlinear emitter is designed by digitizing an analog, modified
Chen, prototype. The relationship between the modulating signal and the
demodulated one is linear and dynamic. The low-pass characteristic of the
abovementioned relationship shows the frequency limitations for the
modulating signal. In order to increase the transmitted signal bandwidth, to
achieve the desired performance in practical applications, a feed forward
equalizer is proposed and its efficiency studied. The modified Chen system is
chosen for implementation advantages and for synchronization simplicity.

The next section concentrates on the demonstration of the proposed
method. The error dynamics method is used, leading to the conclusion that the
input—output relation of the proposed channel is linear. Simulation results,
confirming the theoretical solution, are presented in the third section. Some
short concluding remarks end our contributions.

2. The Principle of the Method

The discrete-time, secure communication system proposed in this paper
is built starting from the modified Chen (2000) analogue prototype

X'=ay—ax,
V'=dx—-cy—xz,, @8
z'=—bz + xy.

The authors have demonstrated (2009) that, for a large enough
coefficient range around the nominal values (a = 15, 56 =3, ¢ =1 and d = 32),
the analogue modified Chen system exhibits chaotic behavior. Starting from this
analogue prototype and applying the forward Euler numeric integration method
we can develop a discrete-time chaotic system. For a small enough value of the
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discrete-time step, 75, compared to the analogue time constants of the analogue
prototype, the resulting discrete-time system is described by the state equations

x[k+1]=x[k]+T, (ay[k] —ax[k]),

y[k+1]= y[k]+ T, (dx[k] - cy[k] - x[k] [ k]), )
z[k+1]=z[k]+T, (x[k]y[k] - bz[k]).

In order to design a synchronizing receiver for our transmission
purposes, we chose to transmit the y state variable, and apply the system
partitioning method leading to the state equations

{%[k +1]=x%[k]+ T, (ay[k]- ax[k]),

3
elb--1]- el 7. G- 21D ¥
where the signals and functions marked with tilde (~.) denote the receiver
correspondents of the emitter ones.

To demonstrate synchronization for this type of receiver system we take
into account the autonomous case, y[k] = 0. The resulting state equations are
linear, with a state transition matrix of the form

1-Ta 0
A= . (4)
1 1-Th

By choosing a small enough value of the discrete-time step, 7, we can

force the system eigenvalues
a=[l 7T )
\1-7b )

well within the unit circle of the complex plane, ensuring global exponential
asymptotic stability of the receiver.

The next step is to develop the error dynamics and check it for stability.
The error vector is the difference between the emitter state vector and the
receiver counterpart

e[k] = x[k]-X[k]. (6)

Due to the error correction algorithms encountered in digital
transmission we can consider discrete-time channel noise and distortion as null,
and take into account the parameter matching hypothesis because of the high
precision of digital implementation. Subtracting the state equations of the
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receiver from the first and third counterparts at the emitter we obtain the error
state equations

& =-be; +g).

& =—ag,,
o

The state errors, & =x—X, & =z—Z , exponentially converge to zero,

with the time constants —1/a and —1/b.
The modulation part of the system design is performed by adding the
modulating signal in the equation of the transmitted signal

x[k + 1] = x[k] +T, (ay[k] - ax[k]),
vkee1]= i)+ 7 (dxlk] - k] - kK )+ mlk] (®)
2lk +1]= 2lk]+ 7, (k5] - [k )

At the receiving end of the communication channel we demodulate the
received signal, y[k], by subtracting from it the locally recovered second state
variable, y[k],

Fle+1]=5lk]+ 7, (a k] - [k ] - 3k L) ©)

The error dynamics for the second state variable leads to the difference
eq. for the demodulated signal

ik +1]= (=T, Jalk]-T,((lk]- d)es [k]- X[k Jes [k D+ mk] — 10)

Due to the exponentially global asymptotic stability of the error
dynamics, after a short transient, with the time constant tr, = Max(—1/a, —1/b),
the errors ¢, =x—X, & =z —Z decay to zero and the demodulator equation can
be approximated with

mlk+1]=(1—-cT,)m[k]+m|[k]. (11)

Due to the linear memory character of the model, it can be
characterized, in the z transform domain, by the transfer function

M(z) 1
M(z) z—(l—cTS)'

H(z)= (12)

The transfer function (12) is a low-pass, first order one, limiting the
recoverable frequency bandwidth of the modulating signal. To increase the
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bandwidth of the transmitted signal we can use a feed-forward equalizer with a
transfer function of the form

z—(1-cT)) z—(1-cT)

He@ =k ey =19 22 (1= 100e7 ) (13)

The real zero of the equalizer transfer function compensates the pole of
the communication system linear model, while the new pole limits the overall
bandwidth to avoid excessive high frequency synchronization error to affect the
recovered signal. Thus, the overall transfer function is also a low-pass one, but
with a higher cut-off frequency

1 1

@) = HOH () = () = 2= (= 100e7)

(14)

3. Simulation Results

In order to achieve secure communication we have to verify the chaotic
behavior of the proposed discrete-time version of the modified Chen system. In
Fig. 1 it is represented the strange attractor resulting for the nominal values of
the parameters confirming the chaotic hypothesis.
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Fig. 1 — The discrete-time modified Chen strange attractor.

In order to track the visibility of the modulating signal in the
transmitted chaotic one, we studied the power spectral density (PSD) of the
transmitted signal and the modulating signal. Simulation results are depicted in
Fig. 2, showing the independence of the chaotic spectrum of the modulating
signal one.

In Fig. 3 we give an example of modulating signal and recovered one.
The demodulated signal waveform highlights the linear, low-pass characteristic
of the proposed transmission system. Implementing the proposed feed forward
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equalizer, we obtain the results depicted in Fig. 4. The demodulated signal at the
equalizer output is far closer to the modulating signal.
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Fig. 2 — Spectrum analysis: transmitted signal (a); modulating signal (b).
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Fig. 3 — The modulating signal (a); the demodulated
signal without equalizer (b).
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Still, the overall transfer function has a low-pass selectivity, albeit with
a higher cut-off frequency, so the demodulation error is not null. The very short
peaks present in the Fig. 4 b are the result of front smoothing due to the
resulting selective effect.
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Fig. 4 — The demodulated signal with equalizer (a);
the demodulation error (b).

5. Conclusions

We proposed a discrete-time wide-band communication system based
on nonlinear synchronization and direct modulation. Using the system
partitioning synchronization and error dynamics methods, we demonstrated that
a linear dynamic relation exists between the modulating signal and its
demodulated counterpart for the discrete version of the modified Chen system.
A feed-forward channel equalization technique ensures that the modulating
signals can have large enough bandwidth, leading to the possibility of high
speed digital communication. The presented simulation results highlight the
feasibility of the general method.
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EGALIZAREA UNUI SISTEM DE COMUNICATII HAOTIC DISCRET

(Rezumat)

Se prezintd posibilitatea proiectarii unui sistem de comunicatii discret, liniar,
bazat pe modulatia neliniard a semnalului modulator pe un emitator haotic vizand
transmiterea securizatd a informatiei in bandd largd. Dupa prezentarea structurii
sistemului Chen modificat sunt demostrate conditiile pentru demodularea corecta si
comportarea dinamica liniard intrare—iesire a acestuia. In conditiile legaturii dinamice
liniare intre semnalul modulator si cel demodulat, se utilizeaza un egalizor in cascada
pentru realizarea unei transmisii de banda largitd. Rezultatele de simulare prezentate
subliniazd aplicabilitatea metodei propuse la transmisia digitald de mare viteza.
Performantele globale ale sistemului de comunicatii rezultat sunt analizate prin prisma
vitezei, securitatii si a benzii de frecvente ocupata.



