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Abstract. This paper presents the analysis of transmitted data between the
server and the client at network level for practical works in the electrical field.
Regarding these issues, this paper presents a study that highlights the speed and
efficiency of data transmission using known types of communications. To
achieve this objective, in the practical applications it was used the graphical
programming environment, LabVIEW, to make the interface for both server and
client, thus underlining again the relatively simple and effective way of using
this program to send and read data.
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1. Introduction

The Internet is the largest IT project of human interconnections, its
development being downright spectacular, tens of millions of users are
connected to the Internet at all times. Today, the Internet is a technological
reality subsumed to the impetuous process of globalization, a force able to
potentiate knowledge and communication, an interaction environment on a
global scale, with some of the deepest social implications.
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Communication between computer users and their applications has
become an undisputed necessity nowadays.

Networking involves the transmission of data from one computer to
another, and this process is divided into stages. Within each phase, the network
operating system complies, as shown, a strict set of procedures called protocols,
or rules of behavior that contribute to the successful completion of each
operation.

By analysing the data transmitted over the network using com-
munications protocols highlights the main features of each type of protocol,
respectively the advantages and disadvantages of using a protocol instead of
another one.

2. Data Transmission through the Internet

The Internet and any use of open electronic network have and will have
a major impact on society and its future.

The applications of electrical field to be studied further in terms of data
transmission, used as a communication protocol between server and client, the
TCP/IP (Transport Control Protocol/Internet Protocol), UDP protocol (User
Datagram Protocol) and the DataSocket Protocol, and all of these protocols are
successfully used in LabVIEW graphical programming environment (Callaghan,
2007).

2.1. Use of TCP / IP to Transmit Data Between Server and Client

The Internet Network is based on TCP/IP protocol suite. The title
actually identifies two of the most popular protocols of the protocol ensemble,
namely TCP (Transport Control Protocol), which before data transmission, the
transport level from source transmits a message to the transport level at
destination, announcing it that it will transmit some data and specifying which
software application must receive the data (Callon, 2003). After sending the first
information message, source waits for confirmation of its being received and
then starts transmitting packets that compose the message itself. That is why it is
said that TCP is a protocol with prior connection (Basic TCP/IP
Communication in LabVIEW). The second protocol is IP (Internet Protocol)
used in the network. The specificity of this protocol is that a packet reaching the
network for transmission is attached a meter leap or a lifespan. This is the
maximum number of packet retransmissions in its attempt to find their way
through the Internet, to their final destination. Using this information, the
network can protect the Internet network from the packets that would endlessly
loop through the system in an attempt to reach the destination. The value of this
jump meter is usually 64.

TCP is responsible for ensuring reliable communication services
between pair processes in separate host computers connected within the same
network or in a set of interconnected networks. It provides connection-oriented
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data transfer in the transport — the same basic services as Sequenced Packet
Protocol (SPP) conducted in XNS. TCP supports a wide range of ULP that need
to send data to their pairs located on other host computers. TCP does not attempt
to impose any structure of data sent by a higher level protocol and treats
incoming data as a continuous string, leaving message structuring to the ULP
(Cerf & Kahn, 2007).

Since TCP is designed to be independent with respect to the particular
characteristics of the networks in which they operate, a general definition is
given for the concept of packet (or segment) allowing the existence of packages
with a length of up to 65 kB. TCP pair can send packets having the length up to
the maximum length defined in the standard (65 kB). Usually, various
implementations of TCP work with packets that have appropriate lengths for the
network to which they are attached. TCP assigns a sequence number to each
byte of the endless data string of its client (Douglas Comer, 2007). When
changing pair segments, TCP labels the segment with sequence number of the
first byte of the segment and the number of bytes contained in the package. This
allows TCP to reassemble the data stream when it delivers it to higher levels. If
it is necessary to retransmit a series of segments, TCP can repack data,
combining two smaller segments into a larger one, for instance. This
mechanism, motivated by the desire to increase the transmission efficiency in
large distributed networks, where it is the question of minimizing the ratio of the
number of bits of the header and the number of data bits, has as consequence
that TCP is more complex than other transport protocols (Callaghan et al.,
2007).

TCP (Transmission Control Protocol) is a secure protocol that ensures
reliable transfer of information without errors, losses or duplications between
the applications on the two connected computers. In order to achieve data
communication between two computers it is necessary to determine which of
them will act as server and which as the client. In the case of the application to
be analysed (“Study of parallel RLC circuit”), the server will be the computer
with the IP address 192.168.1.113 and the client, with 192.168.1.108, IP
addresses with which the two computers in the network can be identified.

| [TCP Listenvi] [TCP Read| TCP Write| [TCP Close Cannection |
TG_I_:' _.._::TCP _.._::TCP TCF
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Fig. 1 — TCP/IP Protocol Functions (National Instruments — Basic TCP/IP
Communication in LabVIEW).

-

In order to establish a connection, the TCP Listen function is used for
the server and the TCP Open Conection for the client, the LabVIEW graphical
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programming environment featuring dedicated functions for such basic steps
(Basic TCP/IP Communication in LabVIEW) (Fig. 1).

Communication is performed using specified port in the TCP Listen
function, for the analysed application two ports will be used, namely port 2055
for graphics and 2056 for table data.

The client opens the connection at the address and port assigned by the
server recording them in the TCP Open Conection function for the studied
application connection diagram and front panel where one can notice the data
presented in Figs. 2 and 3 (Basic TCP/IP Communication in LabVIEW).
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Fig. 2 — The connection diagram for the application client “Study of parallel RLC
circuit”.

If the connection is sucessful, the function involved in establishing the
connection will return a single reference name, refnum, which will enable the
identification of the connection made.

It is important to mention that in order to connect between two
workpoints it is necessary that the server virtual instrument be in execution
when the client virtual instrument launches the application.

The virtual instruments with server function have as main feature the
pre-established allocation. Thus, for connecting a single client, the function
chain that makes the communication will start with TCP Listen to which is
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assigned the port to use. When more customers are connected to the server, the
virtual instrument will contain a communication loop for each client.

The transmission of information between server—client and client—
server via TCP/IP, for both ports 2055 or 2056, can be seen by analysing
records of network shown in Fig. 4 (http://wireshark.en.softonic.com).

File Edit View Project Operate Tools Window Help
%i@ Ill 15pt Application Font |v! :,;.vi '-T]:vl ﬁv! Cﬂvi
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Inductive X | 17195 863

Fig. 3 — Front panel of the application client “Study of parallel RLC circuit”.

As it can be seen in Fig. 4 data are sent as data packets, assigning to
each port a number based on the submitted information, the time allocated to the
data transmission being on the two ports.
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Fig. 4— Information exchange between client and server via TCP/IP.

2.2. Use of the User Datagram Protocol for Data Transmission between Server
and Client

UDP (User Datagram Protocol) is the other protocol in the IP Host-to-
Host level. UDP provides a simple type of data transmission with low load:
datagrams (UDP Communication in LabVIEW).

The simplicity of datagrams makes UDP to be inadequate for some
applications, but perfect for sophisticated applications, which have their own
connection-oriented functions. Other possible uses of UDP include data changes
such as routing tables, system messages, network monitoring data, etc. These
types of data exchanges require no flow control, acknowledging or rearranging
of packages.

UDP was designed to be a minimal and efficient transport protocol.
These attributes are reflected directly in the structure of its header.

UDP does not provide any of the advanced features that TCP offers.
There are no synchronization mechanisms, flow control, congestion
management, confirmation, etc. UDP does its best to deliver a datagram. If it
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fails, the datagram is removed and there is no attempt to retransmit it. The UDP
Protocol (User Datagram Protocol) is a means of transmitting small (about
65 kB), not critically important data packets to one or more recipients. Unlike
TCP, UDP protocol does not guarantee that the data will reach their destination
or the fact that different packages will arrive in the order they were sent (UDP
Communication in LabVIEW).

Not having control communication facilities, the data transmission or
reception via UDP protocol do not require explicit specification of the other
“end” of the connection. A client only needs to listen on the specified UDP port
and he will receive any data packet sent to that port of his.

UDP Cloze

v E "
Iﬂ .-l.l.. "ﬁ-‘h-11-----1
UDP Open UDP wiite
Date | abek

Fig. 5— UDP Connection.

For a server to send a data packet through this protocol, it is sufficient
to open a connection on an UDP port (Fig. 5), to access the UDP Write
function, specifying the IP address of the recipient, its UDP port and the data to
be sent, and then to possibly close that connection (UDP Communication in
LabVIEW).

As most routers recognize IP addresses where a byte with value of 255
has the meaning of “send to all in the field”, one can use addresses like
36.122.32.255. Trying to send to 255.255.255.255 address to the "whole
Internet” will result in sending data packet only in the subnet because
subnetworks avoid to transmit their data to addresses that are outside of them.

In order to read data sent to one of its ports after opening a connection
on that port, a client must access the UDP Read function that also offers
information about the IP address and the server port from which the package
data was transmitted (Calloni, 2003). In Figs. 6 and 7, which are diagrams of
client and server connections, one can see the UDP protocol functions used for
transmitting information from server to client.

Thus, for the client we used UDP Open functions to open the
application and for reading the information sent by the server we used the UDP
Read function which provides information regarding the IP address and the
server port from which the packet was sent. It can also be seen that the data sent
by the server are received in bundle format, and the function used for the
reception is Unflatten From String which is a function used to convert a string
into a format required by the user.
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Fig. 6 — The connection diagram for the client for the application
“Study of parallel RLC circuit”.
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“Study of parallel RLC circuit”.
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For a server to send information through this protocol, it is sufficient to
open a connection on an UDP port (Fig. 5), to access the UDP Write function,
specifying the IP address of the recipient, its UDP port and the data to be sent,
and then to possibly close that connection (UDP Communication in LabVIEW).
In Fig. 7 it can be seen that for the data transmission in bundle format it was
used the Flatten-To-String conversion function, which is designed to convert
data into a string of binary elements. In the same figure it can be seen that the
data vector length is specified and also the operating malfunctions that may
occur during data transmission.

3. Results

The various features that LabVIEW graphical programming environment
provides for the transfer of information enable the development of applications
for virtual laboratories with varying degrees of complexity and different levels
of user access.

LabVIEW is the most powerful software and the simplest tool for
acquiring, analysing and presenting data from real world, and it includes tools
with which data can be analysed for more than 400 analysis functions.

The way the information is transferred using TCP/IP functions allows the
development of communication without using a Web browser, but it requires a
more laborious activity for the application development, particularly in relation
to the development of a specific protocol to organize the transmitted data. Thus,
in the following, it can be seen how by using Wireshark program the
information is transmitted from server to client and vice-versa.
(http://wireshark.en.softonic.com).

Wireshark is an open source application that monitors data packets. It is
used to solve problems in the network, for traffic analysis, software
development and communication protocols for educational purposes.
Originally, the application was named Ethereal, but in May 2006 the project
was renamed Wireshark due to trademark issues. A very important tool for
Wireshark is libcap library with which the network packets are captured
(Fig. 4). As shown by analysing the information from network for the paper
“Study of parallel RLC circuit”, a set of data is transmitted from the server to
the client by means of 19 packages grouped as follows: for transmitting table
data port 2056 was used and a total of 6 packets, the data being transmitted in a
very short period of time as seen in the graph from Fig. 8.

For the transfer of information in a table in Fig. 9, the transfer time was
represented for packets in the case of the first 5 series. It appears that the time
elapsed between the end of the first package transfer and the second package (at
the beginning of the graph transfer) the transfer time is much higher (about
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0.1 ms), after which it oscillates around 0.02 ms (the time of transfer is 5 times
lower).
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Fig. 8 — Graph for transmission vs. time dependency
of a packet and the number of packets for port 2056
for the application “Study of parallel RLC circuit”.

e Py

4 I 3 I &
Packet
Fig. 9 — Evolution of the transfer time for the information designed for the
table on each packet in the case of the first 5 series (the case of the 6
packets) for the application “Study of parallel RLC circuit”, port 2056.

When transmitting data to define the graph a total of 13 packages were
used, the time allocated for their transmission being higher, which it can be seen
in the graph from Fig. 10.

In Fig. 11 a large difference in the transfer times can be observed at the
two ports.

The transfer of information via UDP protocol for the application “Study
of parallel RLC circuit”, is done as with TCP / IP on two ports, hamely: on port
2000 used for the transfer of information for graph, data transmitted through 10
packets, or port 2001 used the information in table transmitted through 4
packets (http://wireshark.en.softonic.com).
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In Fig. 12 are represented the transfer times for each packet sent on both
ports for 20 sets of data transmitted from server to client.
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Fig. 10 — Evolution of the transfer time for the information designed for the graph on
each packet, port 2055, for the application “Study of parallel RLC circuit”.
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Fig. 11 — Evolution of the transfer time for the information on each packet on
ports 2055 and 2056 for the application “Study of parallel RLC circuit”.
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Fig. 12 — Evolution of the transfer time for the information on each packet
on ports 2000 and 2001 for the application “Study of parallel RLC circuit”.

It is important to note that in the case of this protocol the information
sent from the server to the client get truncated, therefore this protocol is used
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less in providing information for applications in the electrical field. In Fig. 13 it
can be seen that the number of packets sent by the server is different from the
one that reaches the client.
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—=— Mumber of packets
arrrvend at client
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1 3 5 7 9 11 13 15 17 19 2
Hurber of data sets

Fig. 13 — Information sent by the server reaching the client for the 2000
port for the application “Study of parallel RLC circuit”.

The observations highlighted in the chart above lead to the conclusion
that the protocol that is used to efficiently transmit information, in full size
without truncation is the TCP/IP protocol used by most people who need quick
and efficient data transmission.

0oo014
00012

o1 /\./'\
00,0003 —+— Transmrdssion TCP/TH

00006 — Aot |—=— Transmission UDP

0,0004
0,0002
1]

Transmigsion time of data sets

T3 5 7 9 1 1315 17 19

Humber of packets
Fig. 14 — Information transport on protocol TCP/IP and UDP for the
application “Study of parallel RLC circuit”.

In the Fig. 14 we have biglelighted the fact that, in the case of TCP/IP
protocol, the data transmission time is shorter than in the case of UDP protocol,
which is slower and has no clear structure as far as data transmission is
concerned.

We can also mention the fact that the TCP/IP protocol is safer, the data
transmission between the server and the client is safe, complete and orderly; we
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cannot say the same about the UDP protocol, where the data is transmitted in a
fragmentary way, and there is no way we can correct or add missing data.

This leads to the conclusion that this protocol which can be used to
transfer data efficiently and quickly, in a complete format, with no repetitions or
corrections of the data which haven’t reached their destination safely (the
client), is the TCP/IP protocol, which is the choice protocol of most users,
specifically thanks to the characteristics we have mentioned above. These
characteristics make this protocol (TCP/IP) a safe, quick, efficient way of data
transmission.

4. Conclusions

The wvarious features that LabVIEW graphical programming
environment provides for the transfer of information enable the development of
applications for virtual laboratories with varying degrees of complexity and
different levels of user access.

Regarding the analysis of information transmitted through different
types of communication, it can be seen that the information transmitted via
TCP/IP protocol is considered reliable, fast, and easy to use depending on the
type of data to be processed, analysed and transmitted; this cannot be said about
the UDP protocol which most often does not faithfully transmit the information
and in this case the client is not be able to solve interpretations or imposed
requirements.

Therefore, for the development of applications such as virtual
laboratory with varying degrees of complexity and different levels of user
access, the TCP/IP protocol is used and through its available functions it is able
to analyse demands, to transmit, to process and to analyse the required data.
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ANALIZA DATELOR TRANSMISE INTRE SERVER $I CLIENT PRIN DIFERITE
TIPURI DE COMUNICATII

(Rezumat)

Laboratoarele virtuale, intalnite in toate programele stiintifice si tehnice,
reprezinta o parte importanta din experienta educationala. Ele nu doar aratd concepte si
idei de la cursuri dar si pun in practica teoria prezentata la cursuri astfel incat utilizatorii
sd poata observa cum evenimente si fenomene neasteptate pot afecta masuratorile reale
si cum pot controla algoritmii. Se prezinta analiza informatiilor din retea transmise intre
server si client si invers, a unei aplicatii din domeniul electric cu aplicatia wireshark,
mediului de programare grafica LabVIEW fiind utilizat pentru implementarea grafica a
serverului si clientului. Astfel, utilizatorii au posibilitatea de a observa modul de variatie
a unor parametri fara a fi prezenti in fata unui stand cu aparate reale; mai mult, prin
utilizarea unor programe speciale pot vedea modul de transmitere a datelor cu timpul
alocat fiecarui set de date, respectiv numarul de pachete utilizat pentru transmiterea unui
set de date complet de la server la client si invers. Prin analizarea acestor date se pot
defini modalitatile cele mai simple, avantajoase si rapide, utilizate pentru transmiterea
informatiilor corecte, netrunchiate si ordonate.



